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tar –xzvf syslog-ng-1.4.17.tar.gz 
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#define PATH_SYSLOG_NG_CONF “syslog-ng.conf” 
#define PATH_SYSLOG_NG_CONF “/etc/syslog-ng/syslog- ng.conf” 
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#define PATH_SYSLOG_NG_CONF “default.conf” 
#define PATH_SYSLOG_NG_CONF “/etc/.conf/default.con f” 
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./configure && make && make install 
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  filter <identificatore> { espressione; }; 
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  filter f_lybra_deny { host(“lybra”) and match(“de ny”); }; 

,�������)� !����$���������������������������������� ������������������������	����������������	��������� %��/��&�

������ (�!)�� +���!��!� �!� ����������  ���
� ���� �(� !
� �� !���&!$! 
&���� �!� $!�&��.� 8���
���9.� !�� :�
���
$
 �+
� !�� )����  ,�� !�� $!�&��� +��!���� 
((�! 
&�� 
� &� &&!� !� )���
��!� ���� 
��� !
&!� 
�� 
�&�!� $!�&�!'� 4���& 
�
 
�
&&��!�&! 
�*��&
&
��!)���
��
�����������
�(
�&! ����
����+���!��!�N'E'G'�  

  
���
��������

� 
��
����&!�
"!����*� �����������+���!��
  �������!�)���
��!.��++������+� �+!����!�+!
&����)�)��!""
&��!��
������������������!�$!�&�
��!��+�����������!�$
&&�' ����)����
�
�����
����������&!.�������&!�
"!��!�(�� �����
!� ��������!+���!���!+��� ,����$!�!� ���� �)��+���
 �����!�&�!5�!&!�!�)���
��!'�  
� 

�����)(!����!�&�������!+���(���!�$!��.� ,��� �!+�� !�)���
��!���������&��)!�
&��$!��.�)
� *�
� ,��(���!5!���
)
��
���)���
��!������ -�&��!�&!(����!G.���(���& ('  

  
>����! ,!
�
�����
����&!�
"!��������$!����!� ��$!�� �
"!���.� !��
�2� 5!�������!���� �)
�����!����&!�
"!����
6���&!�
&!����&
&�)��&7.��
� �!��!�&
��!�*��
������ �&�/� 
  

destination <identificatore> { destination-driver(p arametri); destination-
driver(parametri); ... }; 
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log { source s1; source s2; ...  
      filter f1; filter f2; ...  

      destination d1; destination d2; ... }; 
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  options { option1(parametri); option2(parametri);  ... }; 
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internal() 
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source s_local { internal(); }; 
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unix-stream(filename [options]); 
unix-dgram(filename [options]); 
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# Dichiarazione di sorgente in sistemi Linux 
source s_stream { unix-stream(“/dev/log” max- 
connections(10)); }; 

  
# Dichiarazione di sorgente in sistemi BSD 
          source s_dgram { unix-dgram(“/var/run/log ”); }; 
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tcp([options]); 
udp([options]); 
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source s_tcp { tcp(ip(127.0.0.1) port(1999) max-con nections(10)); }; 
source s_udp { udp(); }; 
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file(filename); 
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    #!/bin/sh tail -f logfile | logger -p local4.in fo 
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source s_file { file(“/proc/kmsg”); }; 
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pipe(filename); 
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source s_pipe { pipe(“/dev/log”); }; 
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      source s_stream { sun-streams(“/dev/log” door (“/etc/.syslog_door”); }; 

,�������)�=!�����	���	�������
���������34� �

(������)�5!�6�
�����	������/���������
��������� �

���(��
��
���
��������

�� ��!+��� �!� ���&!�
"!���� !�+!
��� !� )���
��!� �!� ���� +����� :�
� ,�� ���&!�
"!���� ��&���
� 
� ������� ��.�
�++����+��������$!����������&3��-��� -�&'�  
� 
+���./


��� ��!+��� $���� *� ���� ��!� (!<� !)(��&
�&!� ��!+��� �!� ���&!�
"!���� !� � ������� ��'� ����� 
�&��!""
� 
�� !�+!
���
)���
��!�
��$!���� ��&�.��((���� �)��+����)��
����� ���((���!�$!��'�  
� 
�����)������
����&!�
"!����(�;�!� �������)
 ��� ,�� +���������(
����:�
����!��)���
��!��*�� �!&&�.� �� J�
��� ��)(�! �� $!��67� ��!+��� (�;� �!���&
��� !�� �!+���!� $!��� �
�  ��
��'� ��� )
 ��� (���� ��� ������� �(� !$! 
&��
&�
)!&��!��(��$!����8Z9�6���"
����+!�����&&�7��
+
� &!�
����)������
�)
 ��.�(��(�!�� �)��!��>���A>M>'�  
��� !�� ��)�� ��(
���� �!� �!$��!� �� 
� ��
� �!�� &����  ,� � ���� ��!�&�.� :���&
�+���2�  ��
&
� 
�&�)
&! 
)��&�� 
�
�� ���
�������!)(��&
"!��!����� create_dirs() �6�("!�����!
����5
��� ,��(������&!�
"!���7'�  
� 
7����
����������� 8����������	�������$�����������	������������������� ��	��0������ �������������
��������������������$���!�0��
���� ������ �������� ����
�� �
���� ���������� �	� 
�� $��� � ������ :>� �����	�� 3������������ 	���� ��
����� ���/���� ����?����4�� ������
���
���������
��������8�%$���	&!� 
� 
�&!�!""
�����.����
&&
  ������6���!
���$����+! �7�( �;� �������)�����!��
&&�� ��&���!���!�&�)
����� 
���!��
 �!�!����)�����!�$!����!����&!�
"!����(���!5!�!��!
 ����+
&�����
�)�)��!
��� ���
�!
��!
�)
��!�����!�:� ���
��!�
 �!�!��������+���*�(��++!�&
'�  
� 
�
� )
 ��� (!<� 
)5!��
.� !��  �!� ���+
�!
"!��!� (���!5!� !� ����� (!�&&��&�� 
�&�.� *�Z>����
�.� (�� !;� !��� ���

)5!��&��(� ���! �����������!�Z>����
����+��55����� �����+!&
&�'�  
 

!���  ,�-�  ���
��
����  �������  

door ���&�  �(� !$! 
�!����)���!���
�(��&
��
�
(�!��.��� ���
�! ��������
�!����&���D'E'N'�  �&�!��
�+��&
  



  

(������)�:!�+�����	������/��������������������	��$� ������� �

�

!���  ���
��
����  

FACILITY �����)������
�$
 !�!&���
� �!�!��)���
��!��*�����
& �� �)��(��+��!��&��  

PRIORITY o 
LEVEL �
�(�!��!&2�����)���
��!�  

TAG �
�(�!��!&2����
�$
 !�!&�� ��!$! 
&�� �)�������)��� ���
�� !)
����
�D� !$��  

DATE �� 

FULLDATE �� 

ISODATE �� 

YEAR 

��
����!�� �!�!��)���
��!��*��&
&��!�+!
&�'����)
 � ���!���(
��!������)(��(�������
� ,����
���!��
&�)(���(� !$! 
&������)���
��!���!����.�
�����)(!�� !��&�)(��!�� �!�!��)���
��!���!�����*��&
&��
!�+!
&�.���!��&�)(��!�� �!�!��)���
��!��*��&
&���! �+�&���
���������+��'�4���&��*� ��&����
&��
�
����("!���� use_time_recvd()    

MONTH ���)����!�� �!�*��&
&��!�+!
&��!��)���
��!��  

DAY ����!���������)����!�� �!�*��&
&��!�+!
&��!��)���
� �!�  

WEEKDAY ���(�!)��I���&&����������)�������!���������
���&&!) 
�
�!�� �!�*��&
&��!�+!
&��!��)���
��!����'�
8�,�9�6�,����
�7.�8���9�6����
�7.���& '  

HOUR ����
������!�����!�� �!�*��&
&��!�+!
&��!��)���
��! �'�  

MIN ���)!��&��!�� �!�*��&
&��!�+!
&��!��)���
��!�  

SEC ����� �����!�� �!�*��&
&��!�+!
&��!��)���
��!�  

TZOFFSET �
�"��
��!�&�)(��!�&��
� �)��� 
�&���!������
����'� 
�����)(!�  
Y�CTCC�� 

TZ ����
��� 
��.�!����)������
55��+!
"!���'�
�����)(!� �Y>����  

FULLHOST �� 

HOST �����)������,��&��
� �!�*�(
�&!&��!��)���
��!�'���� !��)���
��!��
&&�
+���
��!+���!�,��&.���
chain_hostnames() �*�
&&!+�.�+!������
&��!��(�!)�'  

PROGRAM �����)������(����
))
��
� �!�*�!�+!
&��!��)���
��!� �� 

MSG o 
MESSAGE ���&���&������)���
��!�  



��

(������)�"!�6�
�����	������/��������$���34 �

"�"�./�������������


4���&����!+���!�+!
�)���
��!�
����(!(��� ��&��6
��� ��)(!��A��+A ������7'  
�����!+���(!(��,
���������(
�
)�&����! ,!��&�.� ,�� �(� !$! 
�!����)������(!(���
�
(�!��.���������
��(" !���'  

  
pipe(filename); 

!���  ,�-�  ���
��
����  �������  

log_fifo_size()  ��)��! �  �����)������������&�
&���������&(�&�$!$�  
��
�

��!)(��&
"!����
���5
��  

fsync() �!A��  
���"
���
� ,!
)
&
�$��� 67�����
����&!�
"!����$���� (��
���!�� �!&&��
'���&
/� !;�(�&��55��(���!��
������!
 )��&�����
(��$��)
� ��  

� 

sync_freq() ��)��! �  
������$!���*���� ���:�
����:���&����)�����!�)���
�� !�
+!����� �!&&�  

��
�
��!)(��&
"!����

���5
��'  

encrypt() �!A��  
��!(&
�!��$!����!���&
�&�'����
/� !;�����*�!)(��)�� &
&��
����
�+���!����N'I'NB'�  

��
�
��!)(��&
"!����

���5
��  

compress() �!A��  
��)(�!)��!�����$!����!���&
�&����
����"�!5'����
/� !;�
����*�!)(��)��&
&������
�+���!����N'I'NB'�  

��
�
��!)(��&
"!����

���5
��'  

owner() ���&�  
�����
�!��(��������������$!��� ��
&��
�:�������(� !$! 
&��� ���&  

group() ���&�  
�����
�!�����((���!�$!��� ��
&!�
�:�������(� !$! 
 &��� ���&  

perm() ��)��! �  
�
�(��)!��!���)
�-�����$!������*������*� ��
&���
�� ������
��'�  

CFCC 

dir_perm() ��)��! �  

�
�(��)!��!���)
�-��������!�� &���� ��
&���
������� ���'�
����!�� &��!����!�����+������� ��
&�������������$!� ����(���
�
)
 ����(
��!�����!��!$��!� ��
���
��!�� &���������� !�&��&�.�
���
� ��
"!�����!��*�
5!�!&
&
���
���� ��
&�W�!��67 '� 

CFCC 

create_dirs() �!A��  
5!�!&
��
� ��
"!�����!��!�� &����������!�&��&�'�  ��  

template() ���&�  
�(� !$! 
����&�)(�
&�� ,���(� !$! 
�!��$��)
&������ �����
�
��
���!��:���&��$!��'����)
 ���(���!5!�!����������& �������!�
$!����!����&!�
"!���  

���$��)
&��
 ��$��)��
��
��$
��&�����

$��)
&���������  

template_escape
() �!A��  


&&!+
�!� 
�
&&��!��Y���8�(���!��&�)(�
&�'�����&!�� �(��������
���
�! ,!
�
"!��!��4����:��&
����&�!��,�� ��J� ,��:���� ��(
�&!�
����)���
��!���!���������+���
���!�&��(��&
&�� �)��
 �)
��!�(���!�����+����4���  

�! 

remove_if_older
() ��)��! �  

���!)(��&
&��
�����+
�����(!<�
�&���!�C.�(�!)
��!��  �!+����
�
���$!��.����������� ��&����
����:���&��$!���*�(!<�+ �  ,!��
����&�)(���(� !$! 
&��6!���� ���!7'�����J.�������!) ��+��!��
$!�����!�&��&�����
��!�
��
�� �!+�����!+��&
��
�(�! )
��!�
��!�
������+��$!��� �������&�������)�'���� �)5!�
"!���� ���

����'��
�)
 ���ZQ��H�
V.�:���&��(�;����������
&��
(�����
���)(�! ��������&
&!��.����� 
���!�� �!����� &�&&
��
�
�&��!
��� ���!&!��!�������� ���!���
&
'�  

�����!)��+��)
!�
!��$!�����!�&��&�.�)
�
������(�����6�[�

C7' 



  
�6(7�������� '�/�������	���������9
����������
���	���;$�$�3*4!�  
�


    destination d_pipe { pipe(“/dev/xconsole”); }; 
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unix-stream(filename [options]); 
unix-dgram(filename [options]); 
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tcp(host [options]);    udp(host [options]); 
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destination d_tcp { tcp(“10.1.2.3” port(1999); loca lport(999)); }; 

<,�������)�@!�����	���	���������34� �

����

�./

4���&����!+���� �!+��)���
��!�
��&��)!�
����!�����& ��&��
&&�
�)��&��
&&!+�'�  
��� ��!+��� ����&&�� ,
� ��� ����� 
���)��&�� �! ,!��&�.�  ,�� �(� !$! 
� ��� �����
)��  ,�� ��+��55�� �! �+���� ��
�
 �(!
���!�)���
��!�
  �((!
&!.����������
���)��&��� ("!��
��'�  
� 
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destination d_prg { program(“/bin/cat > /dev/null”) ; }; 
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  options { log_fifo_size(1000); }; 
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  destination d_messages { file(“/var/log/messages” ); log_fifo_size(1000); }; 
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### OPZIONI E SORGENTI ###  
options { long_hostnames(off); sync(0); };  
  
source src { unix-stream("/dev/log"); internal(); } ;  
source kernsrc { file("/proc/kmsg"); }; 

�  
### DESTINAZIONI ###  



  
destination authlog { file("/var/log/auth.log"); };  
destination syslog { file("/var/log/syslog"); };  
destination cron { file("/var/log/cron.log"); };  
destination daemon { file("/var/log/daemon.log"); } ;  
destination kern { file("/var/log/kern.log"); };  
destination lpr { file("/var/log/lpr.log"); };  
destination user { file("/var/log/user.log"); };  
destination uucp { file("/var/log/uucp.log"); };  
destination ppp { file("/var/log/ppp.log"); };  
destination mail { file("/var/log/mail.log"); };  
  
destination mailinfo { file("/var/log/mail.info"); };  
destination mailwarn { file("/var/log/mail.warn"); };  
destination mailerr { file("/var/log/mail.err"); };  
destination local0 { file("/var/log/local0.log"); } ;  
destination local1 { file("/var/log/local1.log"); } ;  
destination all { file("/var/log/all.log"); };  
  
destination newscrit { file("/var/log/news/news.cri t"); };  
destination newserr { file("/var/log/news/news.err" ); };  
destination newsnotice { file("/var/log/news/news.n otice"); };  
  
destination debug { file("/var/log/debug"); };  
destination messages { file("/var/log/messages"); } ;  
destination console { usertty("root"); };  
destination console_all { file("/dev/tty12"); };  
  
### FILTRI ###  
  
filter f_auth { facility(auth); };  
filter f_authpriv { facility(auth, authpriv); };  
filter f_syslog { not facility(authpriv, mail) and not match(ppp.*LCP); };  
filter f_cron { facility(cron); };  
filter f_daemon { facility(daemon); };  
filter f_kern { facility(kern); };  
filter f_lpr { facility(lpr); };  
filter f_mail { facility(mail) and not match (imapd ); };  
filter f_user { facility(user); };  
filter f_uucp { facility(cron); };  
filter f_ppp { program(ppp); };  
filter f_news { facility(news); };  
filter f_debug { not facility(auth, authpriv, news,  mail) and not match(ppp.*LCP); };
filter f_messages { level(info..warn)  
      and not facility(auth, authpriv, mail, news);  };  
filter f_emergency { level(emerg); };  
  
filter f_info { level(info); };  
filter f_notice { level(notice); };  
filter f_warn { level(warn); };  
filter f_crit { level(crit); };  
filter f_err { level(err); }; 

  
### OUTPUT ###  
  
log { source(src); filter(f_authpriv); destination( authlog); };  
log { source(src); filter(f_syslog); destination(sy slog); };  
log { source(src); filter(f_cron); destination(cron ); };  
log { source(src); filter(f_daemon); destination(da emon); };  
log { source(kernsrc); filter(f_kern); destination( kern); };  
log { source(src); filter(f_lpr); destination(lpr);  };  
log { source(src); filter(f_mail); destination(mail ); };  
log { source(src); filter(f_user); destination(user ); };  
log { source(src); filter(f_uucp); destination(uucp ); };  



log { source(src); filter(f_mail); filter(f_info); destination(mailinfo); };  
log { source(src); filter(f_mail); filter(f_warn); destination(mailwarn); };  
log { source(src); filter(f_mail); filter(f_err); d estination(mailerr); };  
log { source(src); filter(f_news); filter(f_crit); destination(newscrit); };  
log { source(src); filter(f_news); filter(f_err); d estination(newserr); };  
log { source(src); filter(f_news); filter(f_notice) ; destination(newsnotice); };  
log { source(src); filter(f_debug); destination(deb ug); };  
log { source(src); filter(f_messages); destination( messages); };  
log { source(src); filter(f_emergency); destination (console); };  
log { source(src); filter(f_ppp); destination(ppp);  };  
log { source(src); destination(console_all); };  
log { source(src); destination(all); };  
��

�
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# host www.profumi-online.biz 
  
www.profumi-online.biz   A  1.1.1.3 
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# whois -h whois.ripe.net 1.1.1.3  
% This is the RIPE Whois server. 
% The objects are in RPSL format. 
% 
% Rights restricted by copyright 
% See http://www.ripe.net/ripencc 
%     /pub-services/db/copyright.html 
  
inetnum:    1.1.1.0 – 1.1.1.7 
netname:    ROSENO-NET 
descr:      Profumeria RoseNoir Srl 
country:    IT 
admin-c:    […] 
tech-c:     […] 
status:     ASSIGNED PA 
mnt-by:     ISP-NCC 
notify:     noc@isp 
changed:    noc@isp 20020711 
source:     RIPE 
  
route:      1.1.0.0/19 
descr:      ISP 
origin:     […] 
remarks:    ALLOCATED PA Space do not break up 
notify:     noc@isp 
mnt-by:     ISP-NCC 
changed:    noc@isp 20020711 
source:     RIPE 
  
person:     Giorgio Rossi 
address:    Profumeria RoseNoir Srl 
address:    via Roma 00 
address:    00000 Milano (MI) 
address:    Italy 
phone:      +39 02 XXXXXXX 
fax-no:     +39 02 XXXXXXX 
e-mail:     Giorgio@profumi-online.biz 
nic-hdl:    […] 
changed:    noc@isp 
source:     RIPE 
  
person:     Giuseppe Rossi 
address:    Profumeria RoseNoir Srl 
address:    via Roma 00 
address:    00000 Milano (MI) 
address:    Italy 
phone:      +39 02 XXXXXXX 
fax-no:     +39 02 XXXXXXX 
e-mail:     beppe@profumi-online.biz 
nic-hdl:    […] 
changed:    noc@isp 
source:     RIPE 
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# whois -h whois.networksolutions.com profumi-onlin e.biz  
[…] 
Domain Name:                  PROFUMI-ONLINE.BIZ 
Domain ID:                   […] 
Sponsoring Registrar:        […] 
Domain Status:               ok 
Registrant ID:               […] 
Registrant Name:             Giorgio Rossi 
Registrant Organization:     Profumeria RoseNoir Sr l 
Registrant Address1:         via Roma 00 
Registrant City:             Milano 
Registrant State/Province:   Milano 
Registrant Postal Code:      00000 
Registrant Country:          Italy 
Registrant Country Code:     IT 
Registrant Phone Numerico:   +39.02XXXXXXX 
Registrant Facsimile Numerico:     +39.02XXXXXXX 
Registrant Email:            g.rossi@libero.it 
[…] 
Name Server:                 DNS.PROFUMI-ONLINE.BIZ  
Name Server:                 DNS2.PROFUMI-ONLINE.BI Z 
Created by registrar:        […] 
[…] 
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# host -t ns profumi-online.biz 
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# host -t ns profumi-online.biz    #name server 
profumi-online.biz      NS    dns.profumi-online.bi z 
profumi-online.biz      NS    dns2.profumi-online.b iz 
  
# host –t mx profumi-online.biz     # mail exchange 
profumi-online.biz      MX    20 mail.profumi-onlin e.biz 
  
# host –l profumi-online.biz        # zone transfer 
profumi-online.biz      NS    dns.profumi-online.bi z 
profumi-online.biz      NS    dns2.profumi-online.b iz 
profumi-online.biz      MX    20 mail.profumi-onlin e.biz 
gw.profumi-online.biz   A     1.1.1.1 
mail.profumi-online.biz A     1.1.1.2 
www.profumi-online.biz  A     1.1.1.3 
dns.profumi-online.biz  A     1.1.1.2 
dns2profumi-online.biz  A     1.1.1.3 



fw.profumi-online.biz   A     1.1.1.4 
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# nmap –sP 1.1.1.0/29  
  
Starting nmap V.2.54BETA30 www.insecure.org/nmap) 
Host gw.profumi-online.biz (1.1.1.1) appears to be up 
Host dns.profumi-online.biz (1.1.1.2) appears to be  up 
Host dns2.profumi-online.biz (1.1.1.3) appears to b e up 
Host fw.profumi-online.biz (1.1.1.4) appears to be up 
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# nmap 1.1.1.1    # gateway  
Starting nmap V.2.54BETA30 www.insecure.org/nmap) 
Interesting ports on gw.profumi-online.biz (1.1.1.1 ): 
Port        State       Service 
79/tcp      open        finger 
  
# nmap –sU 1.1.1.1      # gateway  
Starting nmap V.2.54BETA30 www.insecure.org/nmap) 
Interesting ports on gw.profumi-online.biz (1.1.1.1 ): 
Port        State       Service 
161/tcp     open        snmp 
  
# nmap 1.1.1.2    # mail + DNS  
Starting nmap V.2.54BETA30 www.insecure.org/nmap) 
Interesting ports on dns.profumi-online.biz (1.1.1. 2): 
Port        State       Service 
22/tcp      open        ssh 
25/tcp      open        smtp 
53/tcp      open        domain 
110/tcp     open        pop-3 
  
# nmap 1.1.1.3    # web + DNS  
Starting nmap V.2.54BETA30 www.insecure.org/nmap) 
Interesting ports on dns2.profumi-online.biz (1.1.1 .3): 
Port        State       Service 
21/tcp      open        ftp 
22/tcp      open        ssh 



53/tcp      open        domain 
80/tcp      open        http 
443/tcp     open        https 
3306/tcp    open        mysql 
  
# nmap 1.1.1.4    # firewall  
Starting nmap V.2.54BETA30 www.insecure.org/nmap) 
Interesting ports on fw.profumi-online.biz (1.1.1.4 ): 
All 1549 scanned ports on fw.profumi-online.biz (1. 1.1.4) are: filtered 
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# nmap -O 1.1.1.1 # gateway  
[…] 
Remote OS guesses:      Cisco IOS 11.3 – 12.0(11) 
  
# nmap -O 1.1.1.2 # mail + dns  
Remote operating system guess:     Linux 2.3.x – 2. 4.x 
Uptime 25.983 days (since Thu Nov 28 18:21:02 2002)  
[…] 
  
# nmap -O 1.1.1.3 # web + dns  
Remote operating system guess:     Linux 2.3.x – 2. 4.x 
Uptime 25.983 days (since Thu Nov 28 18:21:09 2002)  
[…] 
  
# nmap -O 1.1.1.4 # firewall  
Remote operating system guess:     Linux 2.3.x – 2. 4.x 
Uptime 1.452 days (since Mon Dec 23 1:00:43 2002) 
[…] 
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Gateway Amministrativo  
  
-N logdrop 
  
-A logdrop -s 10.10.20.1/24 -j LOG --log-level 4 -- log-prefix “INVALID INNER 
INBOUND PKT” 
  
-A logdrop -s 10.10.10.1/24 -j LOG --log-level 4 -- log-prefix “INVALID 
PERIMETER INBOUND PKT” 
  
-A logdrop -j LOG --log-level 4 --log-prefix “INVAL ID INBOUND PKT “ 
  
-A logdrop -j DROP 
  
-A INPUT -p tcp —dport 113 -j REJECT —reject-with t cp-reset 
  
-A INPUT -i ethO -(n state —state NEW, INVALID -j l ogdrop 
  
-A INPUT -i ethO -m state —state RELATED, ESTABLISH ED -j ACCEPT 
  
Gateway Wireless  
  
-P INPUT DROP 
  
-A INPUT -i ethl -d $IP CLIENT WINDOWS -j ACCEPT 
  
-A INPUT -i ethl -d 1.1.1.3 -p tcp —dport 25 -j ACC EPT 
  
-A INPUT -i ethl -d 1.1.1.2 -p tcp -m multiport —dp orts 80,443 -j ACCEPT 
  
-A INPUT -i ethO -m state —state RELATED, _ESTABLIS HED -j ACCEPT 
  
-A OUTPUT -o ethO -d 10.10.20.2 -j DROP 
  
-A OUTPUT -o ethO -d 10.10.20.3 -j DBOP 
  
-A OUTPUT -o ethO -d 10.10.20.5 -j DBOP 

� 

Gateway R/D  
  
-P INPUT DROP                 
-P OUTPUT DROP 
-A INPUT –i ethO –s 10.10.20.2 –j ACCEPT 
-A INPUT –I eth0 –s $IP_CLIENT_AUTORIZZATO –p tcp – j ACCEPT 
  
-A OUTPUT -o ethO -m state —state RELATED, ESTABLIS HED -j ACCEPT 
  
-A OUTPUT -o ethO -m state --state NEW, INVALID -j LOG --log-level 4 --log-
prefix “INVALID OUTBOUND PKT” 
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-t nat -A POSTROUTING -o ethO -j SNAT —to 10.10.20. 2 
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-t nat -A POSTROUTING -o ethO -j SNAT —to 10.10.20. 4 
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-t nat -A PREROUTING -i ethO -d 10.10.20.202 -p tcp  -j DNAT --to 192.168.3.2 

� 

-t nat -A PREROUTING -i ethO -d 10.10.20.203 -p tcp  -j DNAT --to 192.168.3.2 
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output database: log, mysql, user=snort  
password=snort dbname=snort  

host=192.168.192.1 
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# mysql –u root –p mysql  
Enter password: [password di root di MySQL] 
  
mysql> CREATE DATABASE SNORT 
mysql> GRANT INSERT, SELECT ON SNORT.* TO SNORT@localhost;  (per logsnorter) 
mysql>  GRANT INSERT, SELECT ON SNORT.* TO SNORT@192.168.1 92.2; (interfaccia 
mgmnt IDS esterno) 
mysql> GRANT INSERT, SELECT ON SNORT.* TO SNORT@192.168.19 2.3; (interfaccia 
mgmnt IDS interno) 
mysql>  FLUSH PRIVILEGES; 
mysql>  QUIT 
  
# mysql –u root –p snort < CREATE _MYSQL  
# Enter password: [password di root di MySQL] 
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source src { unix-stream(“/dev/log”);  
  internal(); 
  pipe(“/proc/kmsg”); 
}; 
  
filter f_firewall{match(“IN=“) and match(“OUT=“);};  
destination firewall {tcp(“127.0.0.1” port(5140));} ; 
log{source(src); filter(f_firewall);  
destination(firewall);};     �� 
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# stunnel –c –d 5140 –r 192.168.192.1:5140 
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# stunnel –p stunnel.pem –d 5140 –r 192.168.192.1:5 14 
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source src {  
unix-stream(“/dev/log”);  
pipe(“/proc/kmsg”); 
tcp(ip(“127.0.0.1”) port(514)); 
tcp(); 
internal(); 

}; 
  
filter f_firewall{match(“IN=“) and match(“OUT=“);};  
destination firewall {file(“/var/log/firewall.log” OWNER(“root”) GROUP(“adm”) 
PERM(0640));}; 
log{source(src); 
filter(f_firewall);  
destination(firewall);};      
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# logsnorter –u snort –p snort –s 127.0.0.1 –d snor t  
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# mysql –u root –p  
# Enter password: [password di root di MySQL] 
  
mysql> GRANT SELECT INSERT, UPDATE, UPDATE  ON SNORT.* TO SNORT@localhost 
IDENTIFIED BY ‘SNORT’; 
mysql>  QUIT 
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<?php 
$ACID_VERSION = “0.9.6b22”; 
$DBtype = “MySQL”; 
$alert_dbname = “SNORT”; 
$alert_host = “localhost”; 
$alert_port = “”; 
$alert_user = “SNORT”; 
$password = “SNORT”; 
[snip] 
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alert tcp $EXTERNAL_NET eni -> $HTTP_SERVERS $HTTP_ PORTS\ 
(msg: “WEB-ATTACKS PS COMMAND ATTEMPT”;  
flow: TO _SERVER, ESTABLISHED;  
uricontent: “/bin/ps”;\ 
nocase;  
sid: 1328;  
classtype: web-application-attack;  
rev: 4;) 
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