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destination d_pipe { pipe(“/dev/xconsole”); };
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mark() ) ! N &&"
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bad_hostname() G( G(, & + 11&2 1 ) 1 &'
create_dirs() A &gcl!-lrll '! &&!+ & (9 !
owner() I
group() (!
perm() ( ):_ !
dir_owner() !
dir_group() (!
dir_perm() ( )i_ !
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. &) ! ! P*1l +& 1+ I
use_time_recvd() 1A (13! )8(L ) )!.
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dns_cache() 1A &&+ I &&!+ !
dns_cache_size() ) ! ) I, &)
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dns_cache_expire_failed
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0 ) ,
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! WIENE Y)W &) &: 1$! & I+
use_fgdn() 1A 5+, 8)

W& !+ borer &L *
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options { log_fifo_size(1000); };
((
destination d_messages { file(“/var/log/messages” ); log_fifo_size(1000); };
+ & N & n 1 3% ) & )& 1) e 5 &6 & !
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### OPZIONI E SORGENTI ###
options { long_hostnames(off); sync(0); };

source src { unix-stream("/dev/log"); internal(); }
source kernsrc { file("/proc/kmsg"); };

### DESTINAZIONI ###



destination authlog { file("/var/log/auth.log"); };
destination syslog { file("/var/log/syslog"); };
destination cron { file("/var/log/cron.log"); };
destination daemon { file("/var/log/daemon.log"); }
destination kern { file("/var/log/kern.log"); };
destination lpr { file("/var/log/lpr.log"); };
destination user { file("/var/log/user.log"); };
destination uucp { file("/var/log/uucp.log"); };
destination ppp { file("/var/log/ppp.log"); };
destination mail { file("/var/log/mail.log"); };

destination mailinfo { file("/var/log/mail.info");
destination mailwarn { file("/var/log/mail.warn");
destination mailerr { file("/var/log/mail.err"); };
destination localO { file("/var/log/local0.log"); }
destination locall { file("/var/log/locall.log"); }
destination all { file("/var/log/all.log"); };

destination newscrit { file("/var/log/news/news.cri
destination newserr { file("/var/log/news/news.err"
destination newsnotice { file("/var/log/news/news.n

destination debug { file("/var/log/debug"); };
destination messages { file("/var/log/messages"); }
destination console { usertty("root"); };

destination console_all { file("/dev/tty12"); };

### FILTRI ###

filter f_auth { facility(auth); };
filter f_authpriv { facility(auth, authpriv); };
filter f_syslog { not facility(authpriv, mail) and
filter f_cron { facility(cron); };
filter f_daemon { facility(daemon); };
filter f_kern { facility(kern); };
filter f_lpr { facility(lpr); };
filter f_mail { facility(mail) and not match (imapd
filter f_user { facility(user); };
filter f_uucp { facility(cron); };
filter f_ppp { program(ppp); };
filter f_news { facility(news); };
filter f_debug { not facility(auth, authpriv, news,
filter f_messages { level(info..warn)
and not facility(auth, authpriv, mail, news);
filter f_emergency { level(emerg); };

filter f_info { level(info); };
filter f_notice { level(notice); };
filter f_warn { level(warn); };
filter f_crit { level(crit); };

filter f_err { level(err); };

### OUTPUT ###

log { source(src); filter(f_authpriv); destination(
log { source(src); filter(f_syslog); destination(sy
log { source(src); filter(f_cron); destination(cron
log { source(src); filter(f_daemon); destination(da
log { source(kernsrc); filter(f_kern); destination(
log { source(src); filter(f_lpr); destination(lpr);

log { source(src); filter(f_mail); destination(malil
log { source(src); filter(f_user); destination(user
log { source(src); filter(f_uucp); destination(uucp

), b
)b

otice"); };

not match(ppp.*LCP); };

ik

mail) and not match(ppp.*LCP); };

k

authlog); };
slog); };
ik
emon); };
kern); };

h
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log { source(src); filter(f_mail); filter(f_info);

log { source(src); filter(f_mail); filter(f_warn);

log { source(src); filter(f_mail); filter(f_err); d

log { source(src); filter(f_news); filter(f_crit);

log { source(src); filter(f_news); filter(f_err); d

log { source(src); filter(f_news); filter(f_notice)
log { source(src); filter(f_debug); destination(deb
log { source(src); filter(f_messages); destination(
log { source(src); filter(f_emergency); destination
log { source(src); filter(f_ppp); destination(ppp);
log { source(src); destination(console_all); };

log { source(src); destination(all); };

destination(mailinfo); };
destination(mailwarn); };
estination(mailerr); };
destination(newscrit); };
estination(newserr); };

; destination(newsnoatice); };
ug); 1

messages); };

(console); };

k
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-t nat -A PREROUTING -i ethO -d 10.10.20.202 -p tcp -j DNAT --t0 192.168.3.2

-t nat -A PREROUTING -i ethO -d 10.10.20.203 -p tcp -j DNAT --to 192.168.3.2
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L, (I!$!.55) & (

4 (&2, 1)) 11 && 1 & 1 & $% !& &
& & )& ( !'$3 * && ($!1& 3$P&& & ! 1$ &/ ) 55
$$ &&I+) & 1&™ ! + &, & ! $3 1§, 55 )(!
&) & $ " & LI & 55 " &l +& & $$! & &
1& $ ! ( 1& & & 1) & 6& &$3 (7
relel+ & |/ ( = (S ! . ( g3 .1 &l & & ( &l
& & 1$ &'
) ( & 1+ + 1y ) &* ) & & !
$ EHN&!'S$ F(!)+ (« &M & ! I
"( & (( & .+ 1) $ P &+ 1'& , 55!) 1&& !
( ni
) &&.( ()&& &1 1+ 1 &&) & &5 )& ! . 2 1) &
(& ( 4 I+) &. 2 U $! & $ &
I &&!+/
output database: log, mysql, user=snort
password=snort dbname=snort
host=192.168.192.1
+ ( &' &($!'&6 &7 1 .(3. ).( 3 &5
P 15).,&! ) &5 , &, (&! + 5
& . 2 F(( ' 4 + ( & NO D'NFK'NOD'N ( '+ &'!
(& &5 , + & I
> 3% 1 &. 2 &M g (& 1&! 5 1 & &W):
&) I
# mysql —u root —p mysq|
Enter password: [password di root di MySQL]
mysql> CREATE DATABASE SNORT
mysqgl> GRANT INSERT, SELECT ON SNORT.* TO SNORT@Iocalhost; (per logsnorter)
mysql> GRANT INSERT, SELECT ON SNORT.* TO SNORT@192.168.1 92.2; (interfaccia
mgmnt IDS esterno)
mysql> GRANT INSERT, SELECT ON SNORT.* TO SNORT@192.168.19 2.3; (interfaccia
mgmnt IDS interno)
mysql> FLUSH PRIVILEGES;
mysql> QUIT
# mysql —u root —p snort < CREATE _MYSQL
# Enter password: [password di root di MySQL]
& (&, (& $ M &+ & * ) &&LI(!) M
s ! D (&&H+) & )&l & '
2
> 0 & ! I(-&$'& 55') +1& « , * ( & (!



+).rLo$ I+ $)MI(+1 & B3
)5! ) 1(&& CEYN ! S & ! | &&I+ Lo$o
/

source src { unix-stream(“/dev/log”);
internal();

pipe(“/proc/kmsg”);
)i

filter f_firewall{match(“IN=") and match(*OUT=");};
destination firewall {tcp(“127.0.0.1” port(5140));}
log{source(src); filter(f_firewall);
destination(firewall);};

() 1&&+ (&) $1& & ( I+ L1+ &I&&&IN) I &
&!,89 8 9. &I, ! &$1& 1 | &&I+ N)( & (&l 1o&l &l
& ( !11 &&  1&&I+ 1$1& 8%13 961 (( $11&7!) &

. & 6NDT'C'C'N/ENBC71!$1&)) ! &&!+ $ 1) | $$ &&!+ (18!,
1&&. ++ ((! $1& & & !1) !

1$ )" 1+ " & NDT'C'CN/ ENBC( =! & : (& ! 2
1&" 1 & 1 ( 21 &S$$ ( ) & I"&' &

1& ) 0 ,) U

# stunnel —c —d 5140 —r 192.168.192.1:5140
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a lI$ >/(& 1)&& ! & 6! $ & > NDT'C'C'N71
ToTIg S/(& )& 1) 1) v

, & )&+ & +2 & &) /
# stunnel —p stunnel.pem —d 5140 —r 192.168.192.1:5 14
PIgI & 1I'$ . & 55 & " 1&! &l+ . *1 &
Pp*LS (1 LS ) & & ! &% & (! (& !
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(
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P 1ISI& 1S/

u.p.s.d (( & ! ? : && ! &I+ "Il
-Tivar/logffirewall.log Pigt 1 &+ N &&!T) 1&2 8&!!1 96&!$
$ 13 "1

L8 (9! & I L1 & ( & & (&5 6 & (; & !
) !, & & 171
4 LIgE &M &) &) ) ! (l&& & , ! &&N'

') &. 55!) &&& !'$ )" ! ! & 1 &5 (& (
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&6, !.: &+ &. , &7/

& (1) )I1$ $ 1§ OIW S )1/

(& !53 &&(IAANOD'NFK'NOD'NA 'A IW)I'([,¢ & ) | +
', &5 IW 6 & (7 (&' 1&g " (!
LT e &(( 2( 150 1& + 35 &5 ) &' L& (& )
(& $ 1! ! &5 1$ )" 1! ) $$! &’
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&/ & (V& IS &! . & & &)
> >

B/: I, >A >A >
> [ LI ! B

> $&& : W& & '+ 1& L O -2 T A T B I
g+ & (&! ! I , (15! $! ! )!
( & . ]
P 2((& )y !',) &5 1 8 &9 $&3 6 ((!' "M
((& o)1 &ti 2 (150 () & && 1 &!,
) ( I$ & && ! &&&! ! $E&&!" ((!) '+ !
+ (! * && ( &/ '+ " & 1" . )(!. ! !
(r™ = (& 55 I 35 + (,"P 1D ( 15! ) !
( &&/
192.168.1.55 - - [15/jan/2003:19:09:18 + 0100] “GET /index.html http/1.0” 200
14025 “http://1.1.1.2/index.htmI”\
“lynx /2.8.5dev.7 libwww-FM/2.1.4 ss| -mm/1.4.1open SSL/0.9.6b”
I+ & ) LI &I+ 1$ )" ! & && Fro b+l
I &5 "' (& I+ & & ! I( & & ,&&(.
&) &)( 1) &
) 1 (; + . && && : & !'$)"! I 1511 &5 (
& && &5 1 21! L (( & ) 1$!, )
( && &5 8+ &9. , oo &5 I & .
Iy 1&5 , (& 1 &I +&6!(.1,. (.&(G. &7
&5 &+ ! ror&) + & ) & +! & & "l &
I+ &5 &5 '> ))Im ! $)" ! &+ 35 + (.,
& + && (' .1 )& (!'"&+ 2 & ) &/
I( &5 I,
&) &)( &5 + &
& &5 + &
> ) 1&2. 5 (& &!'I™ & ! ), & )M !
I$)1 (e, '(&& : I & I+ : b.(h 1o
&5 .$ + &"l '$ )" Prort
4 & )('& * & & $&3 ., Mgt ol I ( , ! +
+ I1&! &5 '
I$$! &2. : & (&.(& 55 ! + (( ! 1& ( 1&&
&/l &. )(!. (& 55 (! ) > ) r&rrl !
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35 1& .35 $!' .35% &( '

> .ot () (1

alert tcp SEXTERNAL_NET eni -> $HTTP_SERVERS $HTTP_

.35 .35)" .35 ((
135 && -" [/
PORTS\

(msg: “WEB-ATTACKS PS COMMAND ATTEMPT";

flow: TO _SERVER, ESTABLISHED;
uricontent: “/bin/ps”;\

nocase;

sid: 1328;
classtype: web-application-attack;
rev: 4;)

4 & & & I+ 1&2 B: . " (,&I M> &+ ! (&&
8A5! A(9/ & )* & ) &!( 35 && -

> 1$5) & )N&)& & $&3 il L(&2 &l (!

) , 2 I$)1 11 +& ! (&& ASTA(. & +& ! : (++ 2 'l &&&
'$ )" &'+ &5 ) 55!) +! & ( $

2 $%! & G (1% ( ! ! & ! ) "& ! )
& (&) &) $& /(15! 1&2! N ( & oy, )& M
Iyr &)& . +14&5 &5 Foor (P& P!

(rm +2 $$! &1& $ I.(& 55 &/

B 5 9 > % &
H
B 5 9 *> Cl/
!

A R (G (& 55 & ! ) 18! , & " . & &&
+& 11 1% && (I <) ( &+' &) (&.) & (D&". *
('&! F( +" P!

, I &5 & . F( &)(. ) I ++1 o+
(& '5-(( : & ! & &! L, + ) . PO 1sit (
+& 11 & & 1&2 11" 16 & (IS, & T
I+ ( &+.!1(&55 (& (1&! IS5 -(, $P&&! &(. )(. ! &!
(I<+ 01 )y . 1) ) & I 511 ) ' &&5IT ) Fr &l
e 56 +! ! oo+ & ) . ++) & 7'



&

- 3

, %00, 9

R+ I+ 5l1&2/ S

0 (& > ()& 1$& & P!> &)&H+. && - ¥ ]
18 && L) " ! 11&)6 $) !A(3 7

0 &N()&"! (& >, $$ &1 ( & 1+
(51 ™ & && - 1M
Y& (ML TINII& M

0> & $) ! NI&" )& IS/ (! 1§31 ()&&
& & +I". 4l NS L &) & (&
&! "l 1&)"

I :1E$%, % 9
RI+ 1+ 51l&2/ S

0 &N()&"! (& . 3% &1 ( & ! +(5) 11
L& && - ! MUY & T T E)I&

0o $ &!l)!  &. & && - 1 && 1$)"M 1 &I 11&

&& && | & $" 6 @7

1:"%, 9
R+ !+ 5I&2/ S

0 &I!()&"! 1(& ! MN MD6 M. ( M7, $$&!( & !
- I B & && - )& (4

L& ™

oM & NNI& ™ )& ! 1&) G/ (! 1§31 ()&&

& & 4N+ NG O &) & (&)

&! "l 1&)"

, "E%, 9

RI+ I+ 51182/ S

0 (& > ))& 1$& &SP > & )&+, && - * |

11& && 1L 1) )l + &1 &L (&M)& &
151 1

0o $ &!)! & > & && - 14 Ly g

+1 18&)6&& + ! ) IPV @ > 7

&!

)!



0o $ &) & > & && - & 1+ 1) )!
6( 7

61)7 :+F%, 9
R+ !+ 51182/? S

0+ & && - Il 1+ Loy &t (&
1&). (! ! & )& 181(85 & $ O

1,, 8#%, 9
R+ I+ 511&2/ S

0 (& M> ))& I$& &SP "> & )&HF && - * |
e && ) r+& ! & !
5111 & 1&'
0 &N()&"! (& M>6! $& . (,7,
$$8&1( & ! (5L L& && - |
Y& L(1+1 L1 "
0 + 511&2 1( ) L& ( &+ &&(( (&  && -
"1 ) 1 5& 1 ik I 1(+ 1+ 35

0 ($ :**#%, 9
RI+ I+ 511&2/ S

0 (& >>1 (+ I$ & & $$! '> 1 & )&+
&& - * | 11& && L) "Ll 1&) 6

$) 'A(3 7

I :\G*% 9
RI+ I+ 5l1&2/ S
0! (& > D()Y& $& & BB '> 1 &)&H. && - ¢
& && L) "l Il 1&) 6)) 1& >7
0 (& 1& (& &I"™& >k o>k && && ' &
(¢ U & && - 1) I ! & $%! &+
)(! &2
0 D) &M (& > | $$& ! (& !+ (5) !
P, Frool & && - S )& P (M1
DA
0o > & $) & )& Lr&)Y (! s 3!
()&& & & "L+ ! (! "L &) &
(1& 1 &l "L 1&) 6)) 1&+ >7'
1, :&&$%, 9
R+ I+ 511&2/ S
0O &N()&"! (& M>6! $& . (, 7, $$&!'( &
Lo+l (5t ™ & && - )& !

(4 L)re



0 + 501&2 I( ) I 1(& ( & + M>
( (& && - 1) | 51& | ST
35

=45 :$$#G%, 9
RI+ I+ 511&2/ S

0?2 4 ))& ) & 1$ & & $%! ">
L& )&, && - *1 11& && L)

" 1&)6 $) | AC3 7
0 &N()&"!! &5 " 4, $$& ! ( & ! +(5) !
I N && - Y& L (L
NIE &5 6.1 I I 1& 1&)7

&) &% &l



6 H 133

SN U (R ! 551 ) ) &M 11
)*5 (!, 1&)! ) 118& (& 55 % | )D& & 11&)"
$&&I(: & &) & | 14 51 1 +1& && & ! 6( ! +)
35 +. )+ ) L. T (118 ) & 1§
& & & &) *hr & &)N& & ) Ly
1$ )&
(++ )& 1 &+ Y&, ( yn oo I ! !
&2 + 1 )& + & ! 1 >1 &). ).t v

( 1( & >55! HI&™"

4 F( ' 551 1) &"l ! (&2 & T I+

&) & + L1+ | & & IS & 2 & | & (<
))& ) ! & 1 ($! Cor& 18& &&! ! > 1% &&!
*1 )& 115 + 1 1&8&& 11 $$&& & 1( (! !a&r !
35) & . 25 1+ + 8&&& & "I + (135, 1))1&. J )
51 1+ 1 1)l +

(1< &" )&l . 8&+ & | ((1) 1.+& , (

r& 1 & (!&! & Y &S , 5& )I$, 8 &9 1 1&)
& *&&I$&&& : , 4

1& ): && )5 (1% LLHE& L., & ) " ' 'DK
I )5 DCCN b BFT. , ) I$! FTEAOF && ! & ( L(&((.

&& $&& 1 M 1§ ) &" o1&
NI&)& ()" ) &. N 1&M ) L (+&

((& '( ,NH 55 $ & Lo+ & & +1 & | $)&!,
() CJ $11& 4+ &1 LELIM L i) ) & &
(5) )&" 1§ 1 * ): 5 (< &8 . & ! & & , (& 55
+I$ 1& +& 551 1) & I (1+ 18& 1 /& & & * 12
11 & (4 & T4 1( ! (! 12 ) & 8% " | > 1)+
& &! & ) ! DCCN

o5& (M ( $ " (& &! & ).( !
+ (0 & 1B && ! & 1 $ )& &&IH&2 )& ! & &) &

&& + " )5 ! 5511 11 && 1 1( 1 &1)1&2 (('$ (+& .
) & . I* && ) & )y ! "y &M (&

I$1 )" &, 1(&55 + ! + I$!

&11: )&+ * $' && 1(&" * &&I!& ' 'NI) ! NOOK  bNTN. ,

&B & '& & ! ! & 1$8&& " & $3! . & ! &Il "

D& ) $ = $8&& (; )& & &&'

1& (! 8 9( '™ [ >, & Pl "1 1

&& ( & &)1 & (('&8 & & $19. , 1& 1&2 11 &Sl 1 * &I& (
(! '

& . 1(+ 1 18&! > &l +1 $! ( (1 1) E I(

&& 55! *( +& '
$! I5 BFTADCCCA 6 & ! &2 & ( Y17 (+
) &M LSl L (s 1o & ) YD) 11 ™ G > INKAOO (!

I &I$! ! > &I& & &) & I & i1 . && )y (+H& >



(¢ 5
|

& .19

I (&

I (&&
&!

(O

"Iorgl!

(1+

"l
+11511

' & 1&2 111

& &.! 3!
I$ )" &+

(& (

g

'$

4]

+ 55

)

$1)& !

&!+

&) &.

51 &)&l) &



8) +

J- K

I &&  &&L  + L>I 11> 1 I P" I's551 &
1+1& ) | 81Gc'9. E ) IC
&&(/AA333' & | G')
()
&&(/AA3335 51& JA( &A W A $ A5 -N'.&)
J' (K
12 " 1 6& " 1')17
>551 & 14+1& | G "&& 'Bl# I NOOO
&&(AAI G 1' A IA I00CBA !OOCBW@EJ
H
IV+&& Y+ - &1 P LYM( P
&&(/AA333'I- ™' A355l&CDA W !WN'( &

&&(/AA333'1- ™' A355!&CDA W TWD'((_ &




'5(0 A3 6 7

&&(/AA333'5 5!& )A( &A W A

'5 (4 6 7
&&(/AA333' )(1' &A AS$ :'.&)

'5(1/'45/1 6 7
LE&(IAA+) " A A
&&(/AA333'+ ) " A( U &A((

A

7 - '5 (
&&(IAA! G '5A1 G A

6 7

'(.(

'5 (/] ) 45 6 7
&&(IAAT&'S 5I& A(()!A

ADCCD(! ACCIDBO',&)

5 (10A,0 6 7

6M - , -A 4 ((&A3&,A& 7
&&(/AA333 )(1' &A 3, -'&)

5 2 ' 10 AO 6
&&(IAA+ ' ' ' 2 AdU" Al GA )& 1'&)
) 3') 6& ! 7
&&(IAA333 &' A AIGA & 18 'G)




A

> & e ( &3 L+ L& ! !
6 (0
), & Il ) &I( & & ) D "o
&& ) & &&& !
<
&) & !',&&!'"((& && 1&)"
1&& $! ! & YD&) &L ( ) . $ ! (&
$"O)!.) (&& el$l&2 I+ & (" 1&+ "l
$! 1& &&H+H"4 & 1&) +! )(! &MM& (o (Y (3 !
&)’
(  2x<
&' L(hH rrrmo 1&g ) o r&
(& '+ . )5 " T B B
Il ) & & )I&& & & & ! o
&&!+ ! & )! & $!)& &
@ () ,%" & &) & ! 5 - +.( &
& 1 e & ! &! N
I I "9
&) 1)y m »n &5 1&151& &!I'"™& ! )5 &
>A> ( e " & 1 ) ! ) ) ) !
& ) e l&I51& (,* (& & & &,
&" )& el& &.) + (&l (& (+'&
( )! P &IT&) ( g ) r
: 9
&& ) & & . (& !')'!& "I&l 1&). )
el& " I +I"r
2
(¢ &'6! 1& el& $ &&!7 (" (& .( + !
$&(H!
2
) 1), 3 A $&3 ,()&& e N( & &'l e
(< )& & 1& & 1)) & ()& 1M

y 9
L1y ( 5!1& | :15l 1" & & & !

N)



& $NH& ! sl ) g 1 (& 1& )N1! 1

(). $ ' (& + & g (!
W& ( + & 1& & | Lox 1) 1 >A> (
Lo &. 4+ I" e I$l 1& & (! &"l
1, :1-,B, 9
> & & $N& ( (&& (& & $D& & (
+ & & (! Q Q! Q5 (& ()& (
&! "l ) & & & &1 )& && ("
+& ! " (& ! + , &
Y&, I & Y&, ( (! 1& & && +
(& + I "4 & !+ (&& (!
(! 1 &
6 6 9

1 2 , 5! & & " ! & (+&" $$  +I"1
+1&I(.& 1 (& && !. I ! 1 && Lo
& "
515 I 2 <9

& el& I & M+ 1 )& & e N&& 1)}
e 1$!! ()& &5!) & ! L+ 1 & &. (( Ll
(! 1)&! rro1& 9! rrign& (! &
B 1&& ! &ITS )& && ! & (< (&'

2 <

I yr& o * ( 5! ( ("M)& '& )&
(3 I 1&)

yo&Mm& (! & !, 1 && e ( &"!
1&)"
0($: O $9

( ( (& + " ! + ) 1&2 * | &
g1 & &) & & & & , Bl !
&)& ( ( '&&! & & &&&!'! +HY) 11+ &l
(&'

B

Yy o, 1& && 11 & , 4+ l+1 1& 1 55! &.
( T+ 11&1 (! M ¢ & (1! J , !
&5 (< ( "o &! Y& 1& & >;
&IM"& , ) 1&) ( 55! l & & & & (G!
& . & $ A $I& & $$

: 9

$" $&3 $ & Q3( Q- (Q3 & !

( I )& + . && + I &. ! I+!

g

(

1 1$ ! ) 1&2 (&+ ! 1 )& ! I 1$)"I I +&
+ 5&)1&) &.% I & & l: 11& & I



@, : @-,B, - 9
e & ! (& M>, ()&& & nror(! 35 1% &.
& 11 )5! & &%) T &&&!
-& &% oy @ + (& e+ 1&2 1?2 - (
& e + )I'"M & (! (rmmr&& + &'
5: < 5'9
(& Y& !V 1&& B! (( & & (( (&
T I A & & $!' ) N 1T& (&
I$)" 1 & 53 + 35 9! ! I & "1
1& &'
v 9
(& & (& " & ('$!, & I( &) &
I$ ) ! ) N & & > & $ ! &!
el & 1&gy & I$$ & e & I $&& )
@ &&!' e & (&& !1& &
: 9
(& &M & ( )50 1)y ! & (' re &
&! (G &! ) bo* && "1
( ,&&! , +& )& )( * el &2 ( ,&&.(;.* +
+ I+ 1& (&61+ B ) A7
e 2 <9
+H" $$ & ! &I (5511 & ) [ I &! &
( &+ &I(', ! & (+& M) & 6( I
o 1&2 1& "7. + 19! I+ ! . &2 + 1&2
&N (G
A
> )y ' 5& ) &1)& ! &) 11 «C )
(" & , T(( &. 1$$ " ! 5& , I+ 1) +
I DI& ( ) &! && + &'
RNS
& ) "1 )y 1 1G 1& & & &™) & > + ¥
o1& " 8& "M 9
S
& &8 &9 1&) IG!-* NI& & 1&). ++ . 1, , $ &2 (& )I$1 &1

1&)"



